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Navigating the Intersection of
Artificial Intelligence and Healthcare Accessibility

Universal accessibility to healthcare is one of the biggest concerns of our
generation. It is crucial for human-centered healthcare institutions to be
cognizant that the lack of access to healthcare is an equity problem
beyond being an infrastructural issue.

Artificial intelligence (Al) has emerged as a transformative force in
contemporary society, permeating diverse sectors including healthcare and
offering unprecedented opportunities for innovation. This integration of Al
holds immense promise for improving healthcare outcomes, optimizing
operational efficiency, and advancing medical research. However, amidst
this technological revolution, a critical consideration looms large: data
privacy and the transparency and accuracy of patient information.

The concept of privacy in healthcare extends beyond mere confidentiality;
it encompasses the protection of sensitive patient information, ensuring its
integrity, availability, and confidentiality throughout its lifecycle. With the
advent of Al technologies, the stakes surrounding data privacy in
healthcare have become even higher.

In this context, the fundamental question arises: How can the integration of
Al in healthcare be conducted in a manner that upholds patient privacy
rights and maintains trust in the healthcare system? This inquiry
underscores the need for a nuanced understanding of the challenges and
complexities inherent in the convergence of Al and healthcare privacy.

This thought leadership paper delves into the intricate relationship between
data privacy and the integration of Al in healthcare. By examining what
privacy means in the context of healthcare and elucidating its significance,
we aim to explore the potential implications of Al adoption on the industry's
perception.

Through this exploration, we seek to shed light on the challenges and
opportunities that arise at the intersection of data privacy and Al in
healthcare. Ultimately, we strive to provide insights that can inform
stakeholders, policymakers, and industry leaders in navigating this
complex landscape effectively.



"[M]inimizing consumer
vulnerability is a much more
realistic pursuit for marketers
than is protecting privacy.
Without a common agreement
on what constitutes privacy,
much less how to protect i,
seeking to protect it is an
unwinnable battle for companies
that use customer data.

A focus on minimizing customer
vulnerability, however, is readily
intuitive and actionable. It
represents an area in which
marketers can make the
greatest positive impact.”

Plamatier & Martin (2019)



Identifying Privacy Vulnerability
Triggers in Al-Healthcare Integration

Through a survey, we sought to identify ways to make healthcare
information more universally accessible with Al, and the potential triggers
of privacy vulnerability associated with the integration of Al. Recognizing
that individuals' perceptions of privacy are influenced by various factors,
including trust, transparency, and perceived risks, we designed our
survey to delve into the emotions and concerns evoked by potential
privacy breaches. By exploring attitudes toward data privacy in the
context of Al-driven healthcare solutions, we aimed to uncover the
specific triggers that elicit feelings of vulnerability among respondents.
These triggers may include concerns about unauthorized access to
personal health information, data breaches, algorithmic biases, and the
potential misuse of Al-generated insights. By gaining a nuanced
understanding of these triggers, we aimed to inform strategies and
interventions aimed at mitigating privacy risks and fostering greater
resilience among individuals in the face of Al-driven healthcare
transformations.

SURVEY DETAILS

Understanding our participants:

Demographics

Total participants : 40 @ 18-25

@ 26-30
@ 31-35
@ 36-40
@ 40 and above

Screening Questions

| have consumed healthcare

o
information on the internet FHET5%)

| have searched the internet for

2 29 (72.5%)
specific healthcare advice

| research further based on my
doctor's reports

Never done any of the above
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Survey Questions

We designed our survey questions to cover a wide range of aspects, aiming to
identify triggers that could positively or negatively influence the overall
perception of the brand. This approach allowed us to gather diverse
perspectives and gain valuable insights into the factors impacting brand
perception, facilitating informed analysis and decision-making.

SURVEY QUESTIONS HYPOTHESIZED TO IMPROVE PERCEPTIONS

Blogs that contain Al-generated content are always explicitly tagged.

All Al-generated content is moderated and approved by medical professionals.
Human created content is available for free but takes more time.

The Al-generated medical information on the blog is provided for free and is
immediately available.

All Al-generated content is compliant with HIPAA regulations as well as the Al
engine’s terms of use.

The Al blog supports multiple languages to aid different groups of people efficiently.
The Al interface will enable accessibility functions such as hearing and visual aids.
The Al generated blog will only provide medical information, and will not be used to
diagnose medical conditions or offer any medical advice.

We only use our own datasets to train the Al in order to remain non-discriminatory
and reduce biases.

All exchange of information between every visitor and the Al will be confidential and
anonymized.

Users have the option to toggle off Al generated content

The Al uses user data in its dataset only after user consent.

Al interfaces such as a chatbot enable better engagement between doctors and
patients by summarizing and consolidating information.

SURVEY QUESTIONS HYPOTHESIZED TO WORSEN PERCEPTIONS

Blogs that contain Al-generated content blended with human created content.
Al-generated content is unmoderated before being published on our site.
Human created or moderated content is available at a price.

We train the Al on all available data from the internet.

The blog always displays Al generated content by default

The user’s data is automatically used to help improve the Al dataset.

The Al generated content has fewer inaccuracies but is trained on real patients’
health information.

Conversations with the Al chatbot, will influence personalized advertising.

The Al promotes products and technologies by Pharmaceutical Companies that
sponsor us to drive our revenue.

The healthcare company has invested $10k to create a highly efficient Al to write
the blog, eventually replacing human writers



Survey Results & Our Understanding

Top Triggers as per customer survey

Our customers main concerns were about data privacy, security and
consent, trust in Al content and the company not taking humans
considerations.

Not having control over how their data is being used (searches, training
the Al), how the consequences of that would affect them (personalized
ads, sponsored content) and not having consented to that in the first
place significantly worsened their perception of Al being used. The data
shows that customers are also skeptical of the Al's credibility especially if
published content is not human moderated and explicitly tagged as
written by Al. Customers also expressed concern for people’s job security
— having to pay for human written content which might eventually
replaced by Al. As we know more about our customers concerns, the
company has outlined a course of action to mitigate these triggers.

triggers mitigations
worsen perceptions improve perceptions
1 2 3 4 5 6 7

acessibility functions

multiple languages

regulation compliant

explicit consent from users

user data anonymized and confidential
available immediately

improves doc- patient relationship
only informative

moderated by medica pros

tagged Al content

human content free but takes time
fewer inaccuracies

trained on our patient data
influences personalized ads
replaces humans

automatic data collection

users automatically consent to Al content
human content priced

sponsored content

internet trained

umoderated

(cont.)



Top Mitigators as per customer survey

Transparency from the company about scope and limitations of
their use of Al in the blog, maintaining HIPAA compliance, and
multiple accessibility features were points which significantly
improved our customers perception of the company’s use of Al.

Customers expressed positivity towards the company explicitly tagging Al
written content, approved my medical professionals and moderated by
humans before publishing only informative content. Customers also
valued having control over the choice to consume Al generated content,
remaining anonymous, and having access to improved accessibility
features for diverse audiences including audio and visual support and
translation into multiple languages. Our company has outlined a course
of action taking these positive perceptions into consideration.



“The ability to control who
knows what information about
us and to limit intrusions into
the solitude of our lives,
privacy is intrinsic to individual
dignity and our sense of
personhood, to our ability to
live as unique beings.

Privacy allows us to test our
iIdeas and to live without
undue scrutiny. It lets us
choose our relationships,
overcome our pasts, direct our
future, and change our minds
and our behavior over time.”

April Falcon Doss (2020). Cyber privacy: Who has
your data and why you should care. BenBella Books.



How to use the Insights for Action

Initial Announcement :
Press Conference and Marketing

e Announce the exciting development of an Al-powered blog
project in future.

e Outline the project's scope, emphasizing its capabilities and
limitations, clearly specifying that Al content will be permission
based.

e Generate interest and anticipation for the upcoming launch.

Transparency, Quality and Integration

e |aunch a seamlessly integrated Al component within the existing
blog.
e Maintain human moderation for content quality and control.
e Clearly identify Al-generated content with transparent tagging.
e Highlight the positive features of Al integration:
o Increased efficiency and content creation speed.
o Improved accessibility for diverse audiences.
o User-friendly toggle option for on/off control.

(cont.)



Measuring Success, Audience Study and Feedback

e Continuously monitor and analyze various metrics to assess the
impact of the Al integration.

e Track key performance indicators (KPIs) such as engagement,
user satisfaction, and content reach.

e Utilize data insights to guide future improvements and optimize
the user experience

Additional Features and Roadmap Ahead

e After a designated period, announce updates to the Al
functionality on the website.

e Maintain transparency with users by clearly communicating
advancements and changes.

e Introduce basic additional features like a chatbot to enhance user
interaction and engagement.



“Privacy is a means to an
end. Controlling privacy is
controlling a person.”



Value of Privacy in Healthcare with Al Integration

In healthcare, design decisions wield significant influence over patient
safety and privacy, emphasizing the critical need to prioritize ethical
User Experience (UX). Ethical UX encompasses not only usability and
accessibility but also fundamental ethical principles such as
transparency, autonomy, and beneficence. Moreover, compliance with
regulations such as the Health Insurance Portability and Accountability
Act (HIPAA) is essential in ensuring the protection of patient health
information and maintaining confidentiality. This will also improve patient
trust, foster positive user interactions, and ultimately elevate the delivery
of healthcare services.

UX Best Practices
Do

o

1. Make the information simple to understand, so as

to not confuse the user.

2.  Make it easy for the user to allow complete or

partial consent, or to not allow consent for

specific choices.

s s e 3. Take explicit consent for each -

(== e any kind of outreach

e leaving detailed information

e create personalized content

e use personal data, anonymously, to train Al
models

o) Dr. Berlin Elizerd

Don’t

1. Use jargon and complicated sentences to
make it hard for people to understand.

2. Have no option for the user to NOT give e
consent - thereby making this a roadblock for Sl Ll
them. nceanay

3. Ask explicit consent for only one thing, but
include more detailed explanations of what
they're actually agreeing to in small print or
hidden in the document, making it tricky for
them to catch.




Brand Values

These values embody the hospital's commitment to high-quality healthcare
and establish trust with patients and stakeholders. Upholding them
demonstrates dedication to patient-centered care, fostering strong
relationships built on transparency and compassion. Moreover, adherence to
ethical user experience principles and compliance with regulations like HIPAA
not only ensure the protection of patient information but also contribute to the
hospital's credibility and integrity within the healthcare community.

EMPATHY:

We understand the experiences of
our patients and our staff. We
prioritize compassionate
communication, creating a
welcoming and supportive

environment for everyone we serve.

ACCOUNTABILITY:

We take responsibility for our
actions and decisions, especially
with regard to the ethical use of Al.
We are transparent, always striving
to earn the trust of our patients and
our community.

INTEGRITY:

We conduct ourselves with honesty
and consistency. We adhere to the
highest ethical standards in our
work and maintain unwavering

respect for patient data and privacy.

EQUITY:

We believe in quality healthcare
access for everyone. We actively
work to remove systemic barriers to
care and promote inclusive
practices within our organization
and broader community.

INNOVATION:

We are committed to exploring
cutting-edge technology like Al to
improve patient outcomes and
experiences. We approach these
technologies carefully, ensuring they
always align with our core values.

HUMAN-CENTERED FOCUS:

We believe the power of human
connection is essential in
healthcare. We use Al to support
and enhance the work of our
healthcare team, never to replace
the patient-provider relationship.



How We Put Values
into Practice

EMPATHY AS THE
FOUNDATION

We promote listening,
understanding, and inclusivity in
all patient interactions and staff
development.

ACCOUNTABLE Al
DEVELOPMENT

We use transparent algorithms
and involve our patients and staff
in responsible Al implementation.

CONTINUOUS EVALUATION

We regularly review our use of Al
to ensure ethical standards are
met. We proactively address
biases that may arise in our
Al-powered systems.

COMMUNITY EDUCATION

We help educate our patients
about the benefits and potential
risks of Al in our healthcare
setting.

PARTNERSHIP AND
COLLABORATION

We work closely with our staff,
patients, and the community to
guide our decision-making as we
integrate Al.




Values in Action

The following is a strategic communication approach to
illustrate brand values in practice in the example of a
healthcare institution. This example highlights how
actions align with their commitment to high-quality
healthcare, trust, patient-centered care, transparency,
and regulatory compliance.



Values in Action

1. Will this replace real peoples’ jobs?

Al may automate certain tasks, but it also creates new opportunities for
collaboration and innovation within our organization. We integrated Al
into our platform to enhance efficiency and expand our reach. While Al is
much faster than all of us, we don’t believe that it can replace human
judgment about human beings.

2. Are there any plans to incorporate feedback from users in the
ongoing improvement of the blog?

Yes, we highly value user feedback and consider it essential for our
continuous improvement. We will have a dedicated section for feedback
on the platform, which will help us collect anonymous feedback from
users. The frequency of incorporating user feedback will depend on the
volume and nature of the feedback received, but we aim to do so
regularly to ensure that our content remains relevant and valuable to our
audience.

3. How will the blog address concerns about potential biases in
the Al-generated content?

The steps we are taking include careful selection and training of Al
algorithms, ongoing monitoring and evaluation of content for biases, and
regular review by human experts to ensure accuracy and fairness.
Additionally, transparency about the limitations of Al will be maintained
so that users can make informed judgments about the content.



4. How will my personal data be used if | consent to its use in
training the Al?

Your data will be anonymized and aggregated into datasets, used only
to train the Al. To protect your privacy, strict protocols will be in place to
ensure compliance with data protection regulations. Your consent will be
obtained explicitly, and you will have the option to withdraw it at any
time.

5. What measures are in place to ensure the accuracy and
reliability of the healthcare information provided on the blog?

There will be constant content review and approval by qualified medical
professionals, fact-checking processes, adherence to established
medical guidelines and standards, and continuous monitoring for
updates and corrections. Additionally, user feedback and reports of
inaccuracies will be promptly addressed to maintain the integrity of the
information presented.
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